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GLOBAL CYBER THREATS & PROTECTIONS:

NEW AWARENESS

Be Alert. Be Aware. Be Safe.

Emerging Cyber Threats Proactive Digital Security
(BE VIGILANT) (STAY SECURE)
—~_ Deepfake Fraud MFA
g Scammers use AI_generated & (MUI“'FECJ[UF AuthentiCEtiUn)
> <> voices/videos of trusted people to a Activate 2FA on all accounts. It's
(QIZIEETD request money or access. an extra, critical layer of security.

Manage Passwords
Use a password manager.

@G Create strong, unique phrases.
Never reuse passwords.

Cryptocurrency Scams
Fake investment platforms
promising high crypto returns.

Never send crypto to
RO unknown wallets.

Remote Access Scams S

[@a Fraudsters gain remote

=== control of your

TGTGR  computer to steal
U EEd data. Never share

A Double-check calls/ @

calls/messages. @&
Don't be pressured. Call back
on official numbers.

access codes.
Tax Refund Phishing Secure Devices
Fake emails/SMS regarding tax Regularly update software,

== refunds, demanding bank details. apps, and 0. Install reliable
Verify with official tax portals. antivirus.

Report Cybercrime

If you fall victim, immediately
If you fall victim, immediately
report to cybercrime.gov.in or
call 1930.

Data Breach Exploits

\¢|| Personal info leaked in breaches
—JJ used to target you. Use unique
passwords ever put passwords
everywhere.

Protect Your Money. Protect Your Identity.
THINK. VERIFY. ACT.

STAY ALERT. Report Cyber Fraud®
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